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Abstract:

This research presents an in-depth legal study of the issues arising from the use of surveillance cameras,
particularly in light of the widespread adoption of this technology across various security and service
sectors, whether in public or private spaces. The study begins by establishing a conceptual framework
for surveillance cameras, including their technical and legal definitions, functional and operational
characteristics, and their significance in enhancing public safety and reducing crime through the
documentation of events and incidents via audio-visual recording. Given the importance of this topic, the
researcher aims to analyze the legality of using surveillance cameras and whether such usage aligns with
legal principles concerning the protection of individual privacy, human rights, and the sanctity of private
life—especially in cases where cameras are installed in inappropriate locations or without prior consent
from property owners. The study also addresses the legal characterization of unlawful use of surveillance
cameras, examining the criminal and civil liability of individuals who violate others’ privacy or use these
devices for illegitimate purposes such as blackmail, espionage, or defamation. This includes an analysis
of applicable legal provisions in the absence of specific legislation governing such practices. In its
conclusion, the study presents key findings that underscore the urgent need for the Libyan legislator to
enact a dedicated law regulating the use of surveillance cameras. Such legislation should establish clear
guidelines that balance the need for public security with the protection of individual rights. The researcher
also offers a set of legislative recommendations aimed at filling the existing legal gap and keeping pace
with technological advancements in the field of visual surveillance.

Keywords: Surveillance cameras, individual privacy, legality of surveillance, legal characterization of
surveillance use.
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